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1. How to Check the Status of UEFI Secure 

Variable Keys 

1.1 Check KEK and DB Variables using a Tool 

➢ Instructions: 

1. Enter the operating system and open the Command Prompt (CMD). 

2. Run the SecureBootKeyValidate tool and enter the following command: 

SecureBootKeyValidate.exe -check 

3. The tool will automatically check if the current BIOS active KEK/DB 

variables contain the following new Certificate Authorities (CAs):  

a. KEK Variable - Microsoft Corporation KEK 2K CA 2023 

b. DB Variable - Microsoft UEFI CA 2023 

c. DB Variable -  Windows UEFI CA 2023 

4. If the verification result displays 'SUCCESS,' it indicates that the BIOS 

active KEK/DB has successfully included all the specified new CAs.  

5. If the verification result displays 'WARNING,' refer to section 1.3 

'Explanations and Troubleshooting' of this document for further instructions. 

 

(SUCCESS Example Screenshot) 

 



 UEFI Secure Keys Update Process SOP and FAQ  

 

 ©ASUSTeK COMPUTER INC. All rights reserved. Page 4 

 

 

(WARNING Example Screenshot) 

 

1.2 How to Verify KEK and DB Variables from BIOS Setup 

➢ The following are the steps to verify KEK and DB Variables from BIOS 

Setup: 

1. Enter the Key Management page and perform a variable dump using the 

following steps. 

2. Click the KEK Management /DB Management. 

3. Click 'Details' from the pop-up menu.  

4. Verify that the KEK Variable contains 'Microsoft Corporation KEK 2K 

CA 2023'. 

5. Verify that the DB Variable contains both 'Microsoft UEFI CA 2023' and 

'Windows UEFI CA 2023' 
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(KEK Variable Verification Example Screenshot) 
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(DB Variable Verification Example Screenshot) 
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1.3 Explanations and Troubleshooting 

When verifying the BIOS active KEK/DB, if you find that the new CA 2023 is 

missing, the possible reasons are: 

1. Windows has not yet officially deployed the final version of the KEK/DB. 

2. The user has manually disabled the Windows Update function. 

3. The BIOS default KEK/DB variables do not include the new CA 2023, 

preventing the addition of the new CA through the 'Reinstall Default Secure 

Boot Keys' function in the BIOS interface.  

 

[Recommended Troubleshooting Steps] 

If you encounter the above situations, you can try the following steps to resolve the 

issue: 

1. Enable the Windows Update function. 

2. "Wait for Microsoft to release the official version of the KEK/DB, then 

update the BIOS Active KEK/DB variables through Windows Update (WU) 

from the operating system.  

3. Update to the latest version of the BIOS. Refer to section 2.1 'BIOS Update 

Process' of this document for detailed instructions. 

4. If the problem persists after performing the above steps, try disabling the 

'Secure Boot' function in the BIOS, and then proceed with further 

troubleshooting.   
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2. UEFI Secure Variable Keys Update Process 

2.1 BIOS Update Process 

This section explains how to update UEFI Secure Variables Keys through the 

BIOS update process and how to enable the new UEFI Secure Variable Keys.  

2.1.1 Update new BIOS with EzFlash 

➢ Use the EzFlash Utility to execute a complete BIOS update to install the 

BIOS version containing the new UEFI Secure Variables Keys. 
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2.1.2 Clear Secure Boot Keys 

➢ After the BIOS update is complete and the system has restarted, re-enter the 

BIOS Setup, go to the Boot > Secure Boot > Key Management page, and 

perform a 'Clear Secure Boot Keys' operation. 

➢ The pop-up menu will ask "Reset without saving?" You should select "No".

 

➢ Confirm that all UEFI Secure Boot Keys (including PK, KEK, DB, and DBX) 

have been successfully cleared. 
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2.1.3 Install Default Secure Boot Keys  

➢ After clearing the Secure Boot Keys, execute 'Install Default Secure Boot 

Keys'. 

➢ The pop-up menu will ask "Reset without saving?" You should select "No". 

➢ Recheck that the Size/Number of Keys for PK/KEK/DB/DBX is not 0, and 

that the Key Source displays as '[Default]'. This indicates that the UEFI Secure 

Variable Keys update process is complete.  
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