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1 UEFI Secure Variable Keys Update Process

1.1 secureboot2023 helper #& 14 key p % e0{ #7

KEK:

® ASUSTeK MotherBoard KEK Certificate

® Microsoft Corporation KEK 2K CA 2023 -
DB:

® Microsoft Option ROM UEFI CA 2023

® ASUSTeK MotherBoard SW Key Certificate
® Microsoft UEFI CA 2023 -

L2334 T HFREREF R A AT &
121 F X &F hrehkey o 354 7 b key £ % 3t > 3@ *
append command & { #7 o

1Y CMD 4 7 4 command:
:\> secureboot2023_helper.exe
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©) [ Administrator: Bmmand Pro X stafie
Command Prompt: Administrator: Command Prompt
ctritalt+1
L. \USELS \AUNLIILS LI'aLuLl \UeSKLUp \>ecureboot2023_helper_v1.0.8>secureboot2023_helper.exe

SecureBoot CA 2023 Helper for MB & Server (Ver 1.6.8)
Copyright(C) ASUSTek Computer Inc. All Rights Reserved

The following Secure Boot UEFI variables will be updated:
- DB: [3FB39E2B8BD183BF9EU59UET2183CA60AFCDU277] Microsoft Option ROM UEFI CA 2623

Boot certificates have been successfully updated.

restart th n for the changes to t effect.

Press any key to continue...

C:\Users\Administrator\Desktop\secureboot2623_helper_v1.0.8>

ol o 3:20 AM
[ ] Q search L — Q > | ~ 8 B 11,/12/2025!

122 23 %G R* 5%t chkeyehf Ko g * 2T swap
command 4 { #7 -

g ﬂﬁ & * CMD # {7 12T command:
:\> secureboot2023 helper.exe -s
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Administrator: Command Pro +

€ \Users\Administrator\Desktop\securebootzethekpe v1.0.8>secureboot2023_helper.exe -s

SecureBoot CA 2023 Helper for MB & Server (Ver 1.6.8)
Copyright(C) ASUSTek Computer Inc. All Rights Reserved

The following Secure Boot UEFI variables will be updated
—- KEK: will be SWAPPED with the following certificates
[297643592DAFE81F6B116E89D96D57752F1AB86B] ASUSTeK MotherBoard KEK Certificate
[459AB6FB5E28UD272D5E3E6ABCSED663829D632B] Microsoft Corporation KEK 2K CA 2023
[31596BFD89CIDTUEDO87DFAC66334B393125UB30] Microsoft Corporation KEK CA 2011
- DB: [3FB39E2B8BD183BF9EU59UET2183CA60AFCDU277] Microsoft Option ROM UEFI CA 2023
Secure Boot certificates have been successfully updated.
Pl e res e n for the chan to take effect.

Press any key to continue...

C:\Users\Administrator\Desktop\secureboot2023_helper_v1.0.8>

Q Search [ - é [>_] A8 BB 330AM o

11/12/2025 =
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2 AL 2 g
21T E BT L ATL BT I

Q Administrator: Command Pro X+

\Users\Administrator\Desktop\secureboot2623_helper_v1.0.8>secureboot2023_helper.exe

ureBoot CA 2823 Helper for MB & Server (Ver 1.6.8)
Copyright(C) ASUSTek Computer Inc. ALl Rights Reserv

The following Secure Boot UEFI variables will be update
- DB: [3FB39E2B8BD183BF9E459UET2183CAGOAFCDU2TT] Microsoft Option ROM UEFI CA 2623
3 e BoO FI e 'DB': In act authen ta

The system was unable to complete the automatic update due to external factors. (Error Code: 8xC00800022)

Please verify the "Password Protection of Runtime Variables" setting in BIOS Setup
If it is not configured as "Disabled", change the setting to "Disabled" and attempt the update again.

If the issue persists, update the BIOS to the latest version, which may resolve the problem.
Should the failure continue, contact your technical support representative for further assistance.

| \
Press any key to

C:\Users\Administrator\Desktop\secureboot2823_helper_v1.8.8>|

3146 AM
E = C”- > | ~ 8B @9 1:,'12,'2025!

22 R T G

2.2.1 M B UEFI Variables Protection

I setup F o oo

# # 7| Advanced 4 F - i& ¥ UEFI Variables Protection i£ 7 ¥ -
#- Password protection of Runtime Variables 34 # = [Disable] -
FIORE GBI OSE s H 7L A1 & o
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Aptio Setup - AMI

Password protection of Runtime [Disahle]
Yariables

222 %M B UEFI Variables Protection i% & /& 2/ { #7% z

1 % & LATEATIE BIOS & f2 -4 poyk e o
2. BHAELLTIRAS L BT LS o
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